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Abstract

The current study initiates a discussion on the ethical dilemmas inherent in big data research within the domain of migration studies.
It encourages a conversation regarding the guiding principles that researchers should uphold for the responsible utilization of data.
As such, the study focuses on the challenges migration researchers face in designing, conducting, and disseminating their research
findings. Accordingly, this study raises considerations related to the privacy of both individuals and groups, as well as to the creation and
exacerbation of inequalities and power asymmetries. It also emphasizes the crucial role that migration researchers can play in establishing
ethical standards for big data research.

Oz

Bu ¢alisma, goc ¢alismalart alaninda gergeklestirilen biiyiik veri arastirmalarinda kargilagilan etik zorluklara odaklanmakta ve verinin
sorumlu bir sekilde kullanimi igin izlenmesi gereken ilkeler hakkinda bir diyaloga katki sunmayr amaglamaktadir. Calismada goc
arastirmacilarinin ¢alismalarini tasarlama, yirtitme ve bulgularini yayma siireclerinde karsilastiklar: zorluklara odaklanilmaktadir. Bu
baglamda, ¢aligmada arastirmacilarin birey ve grup gizliligi ile gii¢ dengesizliklerinin arttirimi ve yeni esitsizliklerin yaratilmasina iliskin
etik sorumluklari olmalidir. Calismada ayrica gog arastirmacilarinin bityiik veri aragtirmalari icin etik standartlarin belirlenmesindeki
kritik rolii vurgulanmaktadir.
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Introduction

The advent of social big data, generated through automated logs, has unlocked a level of pre-
cision and granularity previously beyond the reach of researchers (Vinck et al., 2019). Its in-
tegration into migration studies stands as a seminal point, fundamentally enhancing our com-
prehension of migration dynamics. Particularly, the wealth of communication data sourced
from mobile phones and online platforms has proven invaluable, enabling us to map migration
flows and dissect the intricate process of integration (Sirbu et al., 2021). However, the impact
of this data revolution extends far beyond the augmentation of research tools; it reshapes the
very practice of research, prompting profound reflections on the ethical dimensions of big data
research within the field of migration studies. The real-time or near-real time features, coupled
with the predictive capacities of Al models, present a formidable ethical challenge, demanding
careful consideration (Mahoney et al., 2022; Zimmer, 2018). Given the increasing use of pio-
neering Big Data and Al applications in the field of migration research and management, and
considering the vulnerability of populations involved, migration scholars are uniquely positio-
ned to explore the ethical challenges.

This study embarks on a critical exploration of the ethical dilemmas intrinsic to big
data research in the domain of migration studies. My focus centers on the responsible use of
Big Data in forced migration research, scrutinizing the attendant risks tied to individual and
group privacy, as well as the potential for exacerbating power imbalances and creating new
disparities.

The next section provides a concise overview of big data and its applications within the
domains of humanitarian and developmental studies, underscoring its pivotal role in shaping
migration scholarship. Subsequently, an examination of the ethical challenges arising in the
context of big data research in migration studies is introduced. This discussion commences by
addressing ethical considerations pertaining not only to individual privacy but also to privacy
of the groups. Subsequently, it delves into the complex terrain of adhering to the ‘do no harm’
principle when disseminating and utilizing research findings by underscoring the risks of po-
tentially creating or exacerbating inequalities and power asymmetries. The paper closes with
concluding remarks that highlight the pivotal role that migration researchers would play in
shaping ethical standards of big data research.

What is Big Data and What Venues Does It
Offer for Migration Research?

Big data refers to exceptionally large and complex datasets that exceed the capabilities of tra-
ditional data processing methods, demanding advanced computational techniques for storage,
analysis, and visualization (Chen et al., 2014). In comparison to traditional datasets, big data
typically is generated continuously (Kitchin, 2014) and characterized by its volume, velocity,
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veracity, variety, and value (Naeem et al., 2022). Communication data stands out as a signifi-
cant subset of big data, encompassing a wide array of information generated through various
communication channels, including text messages, emails, social media interactions, phone
call records, and more. As providing data and metadata increasingly became a requirement for
individuals to gain access to online social networks and telecommunication services, private
companies regularly generate data at a precision level that was formerly available only to in-
telligence agencies through automated logs of social activity (Vinck et al., 2019). This type of
data holds valuable insights into social interactions, information flow, and patterns of human
communication (Boyd & Crawford, 2012; Ruths & Pfeffer, 2014).

While policymakers increasingly turn to novel data sources and analytical strategies
for identifying the target populations for efficient policy interventions (Stielike, 2022; Taylor,
2016), a growing number of scholars acknowledge big data as a transformative opportunity
for opening new venues for scientific inquiry (van Dijck, 2014; Fuchs, 2017). Consequently,
big data has recently emerged as a notable tool for humanitarian and developmental interven-
tions across various domains. Previous research leveraged real-time or near-real-time informa-
tion for enhancing responses to natural disasters using diverse data sources such as satellite
imagery and communication data for the rapid identification of affected areas and damage
assessment (Bagrow et al., 2011; Bengtsson et al., 2011; Tomaszewski, 2014). Big data has
also been proven instrumental in tracking the propagation of infectious diseases (Peak et al.,
2018; Wesolowski et al., 2012) and in offering insights into economic disparities (Decuyper et
al., 2014; Jean et al., 2016; Pokhriyal & Jacques, 2017). Furthermore, big data analytics signi-
ficantly contributed to informed decision-making in infrastructural development investments
through the analysis of mobility patterns and urban data (Martinez-Cesena et al., 2015).

In recent years, the integration of big data in migration research has significantly enri-
ched the understanding of migration dynamics (Abel & Sander, 2014). Social big data, par-
ticularly communication data, derived from mobile phones and online platforms, has proven
invaluable in mapping migration flows, and dissecting integration outcomes. With its real-time
or near-real-time capabilities, big data offers a level of granularity and immediacy that is often
challenging to capture using conventional surveys or administrative records alone (Luca et al.,
2021). The analytical potential of big data empowers researchers to scrutinize migration flows
and stocks, investigate migrant integration, and glean insights into the reception of migrants
within host communities, as well as their social ties.

Earlier research has shown that communication data is an exceptionally efficient way
of tracing and predicting human mobility (de Montjoye et al., 2013). Mobile call data records
(CDR) and geo-located time-stamped data have frequently been utilized for understanding
human mobility. Initiatives like the Data for Development (D4D) challenge in Senegal and the
Data for Refugees (D4R) challenge in Turkey motivated researchers to empirically analyze and
theoretically model human mobility by utilizing communication data (Blondel et al., 2012;
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Salah et al., 2018). Previous research employing social big data has significantly contributed
to the understanding of individual and group mobility (Giannotti et al., 2011; Gonzélez et
al., 2009; Lulli et al., 2017; Pappalardo et al., 2015) as well as to the forecasting of mobility
intentions (Bohme et al., 2020). Communication data is proven to be instrumental in deli-
neating social interaction patterns among immigrants and discerning geo-spatial patterns of
segregation (Gao et al., 2021). Moreover, online social network data and sentiment analysis
have frequently been leveraged to capture sentiments towards immigrants and fluctuations in
migration flows (Chen et al., 2022; Rowe et al., 2021).

Balancing Potential Benefits and Ethical Imperatives:
Navigating Big Data in Migration Research

Big data presents valuable venues for scholars and practitioners in the domain of humanitarian
and developmental research. Yet, paradoxically, the very attributes that render this data so
precious also serve to amplify the risks to privacy, fairness, equality, and due process when
employed for research and decision-making (Sandberg & Rossi, 2022). It is in this delicate
balance between potential benefits and ethical considerations that the pressing need for an
encompassing ethical framework arises. Such a framework is essential to guide the responsible
use of big data, ensuring that it serves the broader public good while safeguarding the rights
and dignities of the research subjects.

Recognizing the immense potential of big data as a catalyst for achieving the Sustai-
nable Development Goals, the United Nations Global Pulse initiative, inaugurated in 2015,
took swift action to expedite the development of regulatory frameworks (UN Global Pulse &
GSMA, 2017; UN Global Pulse & TAPP, 2017). This pivotal step paved the way for a diverse
cohort of experts to come together under the auspices of international humanitarian organi-
zations and address the ethical challenges posed by the utilization of big data in humanitarian
and developmental research. Their collaborative efforts yielded a set of ethical principles that
extend beyond mere privacy norms, aiming to provide a compass for the conscientious appli-
cation of big data in these crucial fields by also addressing the risks to fairness, equality, and
due process (OCHA, 2016; The Humanitarian Data Science and Ethics Group, 2020; United
Nations Development Group, 2017). While these guidelines offer invaluable guidance, their
implementation requires careful consideration. It is incumbent upon researchers to interp-
ret these guiding principles with care, ensuring that the potential benefits of the research far
outweigh any potential risks or harms that may arise.

Navigating the ethical terrain of big data research is inherently challenging, a task that
is further compounded when dealing with sensitive data on vulnerable populations. In resear-
ch focused on migration, particularly forced migration, where highly sensitive data is utilized,
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the dynamic interplay between vulnerability and sensitivity necessitates an increased level of
precaution (Duvell et al., 2010). The confluence of forced migration research and data science
introduces a heightened level of ethical complexity, amplifying key considerations in migrati-
on research. While issues pertaining to privacy, confidentiality, security, and autonomy have
always been pivotal in any migration study (Krause, 2017; Zapata-Barrero & Yalaz, 2020),
additional concerns emerge at the nexus of forced migration and data science. This interse-
ction demands researchers to exercise even greater vigilance in safeguarding the welfare and
rights of their research subjects, given the sensitive nature of the data involved and the vulne-
rability of the populations under study.

The advent of digital migration studies has enabled researchers to analyze migration
exclusively through data, bypassing direct engagement with the migrants who generate this
information. This shift towards a more media-centric approach in ethical considerations, prio-
ritizing the data over the individuals behind it, underscores the need for a more expansive and
nuanced ethical framework in the realm of digital migration studies (Sandberg & Rossi, 2022).
Scholars are increasingly recognizing the importance of adopting a more carefully expanded
ethical approach in this evolving field. However, while migration scholars advocate for a para-
digm shift beyond the minimal standard of ‘doing no harm,” emphasizing the recognition and
promotion of migrants’ agency and autonomy (Mackenzie et al., 2007), even upholding this
basic standard can be a formidable task for researchers engaged in big data research, particu-
larly within the domain of forced migration. The most challenging aspect of adhering to the
‘do no harm’ principle in digital migration studies lies in the conceptualization of vulnerability
as a forward-looking variable (Thywissen, 2006), encompassing a predictive dimension of
potential harm. This necessitates researchers to conduct a comprehensive assessment of both
immediate and future risks, taking into account the socio-political, economic, cultural, and
technological contexts in which research subjects and populations are embedded.

The following section initiates a discussion on the ethical challenges that migration
researchers encounter when designing, conducting, and disseminating their research findings.
Rather than offering an exhaustive list of issues regarding the ethical implications of big data
research in the field of migration studies, the discussion emphasizes considerations pertaining
to the privacy of both individuals and groups, as well as the creation and exacerbation of
inequalities and power asymmetries.

Considerations on and Beyond Individual Privacy

Ethical guidelines and data protection regulations pertaining to big data research place a dis-
tinct emphasis on the responsibilities of data holders and users in safeguarding data privacy.
These guidelines primarily focus on concerns related to identifiable natural persons, advo-
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cating for practices such as pseudonymization and anonymization of data (European Union
Agency for Fundamental Rights, 2018). Additionally, principles like privacy-by-design metho-
ds, purpose limitation, and data minimalization are recommended to prevent the reidentifica-
tion of anonymized personal data.

The issue of re-identification of anonymized data holds particular significance in migra-
tion research, as the identification of research subjects carries a high potential for harm. This
risk is exacerbated in the case of forced migrants, as the re-identification of their data could
have dire consequences, potentially exposing them to human traffickers or the authorities of
the states they fled from (Duvell et al., 2008). Especially, real-time or near-time mapping of
individual mobility introduces a further layer of risk of being re-identified (Pastor-Escuredo
et al., 2019), potentially exposing undocumented migrants to persecution, detention, or de-
portation. This risk is particularly acute if their mobility is deemed to violate the laws of the
host country or if they become entangled with human smuggling networks. In light of these
considerations, researchers bear the ethical obligation to prioritize the privacy of individuals
within their research. This responsibility encompasses not only structuring and storing data in
a manner that safeguards individuals’ privacy but also making critical decisions about which
findings to disclose. This decision-making process must account not only for the current state
of technology but also anticipate potential advancements that could jeopardize privacy.

However, while discussions on data privacy have predominantly focused on individual
privacy, the concept of group privacy emerges as an equally pertinent concern for migration
researchers. The advent of big data analytics introduces new dimensions to privacy conside-
rations at the group level (Kammourieh et al., 2017). While individuals may find a degree of
anonymity within a crowd, the crowd itself remains discernible. This challenges the prevailing
notions of privacy and data protection, especially when the objective is not individual identifi-
cation but the location of a specific group of interest (Taylor, 2016). This issue becomes par-
ticularly critical for displaced populations in contexts of ongoing conflicts. Compromising the
group privacy of these populations in situations of civil conflict can have severe repercussions,
potentially exposing individuals to persecution. Disseminating information on mobility pat-
terns or residential information of displaced communities seeking refuge can lead to dire con-
sequences for the individuals involved. Revealing information about the established routines
of migrant populations also entails inherent risks, as it may make them vulnerable during peri-
ods of social unrest, as escalating tensions between host and migrant communities can quickly
lead to potential outbreaks of violence against migrants. In the light of those considerations,
researchers should develop a concept of privacy that extends beyond individual considerations
and encompasses group privacy and other emerging forms of identifiability resulting from
datafication. This expanded perspective acknowledges that privacy is not solely relates to indi-
viduals, but also is a concern for the collectivity itself, particularly for communities that have
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been uprooted. By recognizing and ensuring group privacy, digital migration researchers can
contribute to the well-being and the protection of their research subjects’ fundamental rights.

Creation or Exacerbation the Power Asymmetries and Inequalities

Mapping and predicting mobility patterns serve as invaluable tools for delivering essential aid
to vulnerable communities, particularly in the wake of large-scale disruptions to social order
brought about by natural or man-made crises. The development of real-time or near-real-time
mapping of individual or group mobility holds immense potential for humanitarian efforts,
enabling the identification of critical hotspots where interventions are most urgently needed.
The effective projecting and monitoring hotspots in time and space proves instrumental in
monitoring diverse needs spanning from shelter requirements to essential healthcare services
of displaced populations including refugee communities (Pastor-Escuredo et al., 2019). Howe-
ver, it is imperative to acknowledge that the use of incomplete or inaccurate data in huma-
nitarian research can have far-reaching consequences for the provision of services to affected
populations. Flawed data can yield inaccurate planning of humanitarian and developmental
interventions, potentially depriving individuals of crucial opportunities and essential services.
Hence, researchers engaged in humanitarian research must maintain a keen awareness of the
biases inherent in the data sources they utilize. This vigilance is crucial in order to prevent the
inadvertent creation of disparities in the distribution of services and benefits among targeted
communities.

Furthermore, the exacerbation of power asymmetries between individuals and states
emerges as a central ethical challenge for researchers engaged in big data research within
the field of migration studies. In a global landscape where high-income country governments
possess a vested interest in controlling mobility, mainly through forecasting, tracking, and
preventing unauthorized migration flows towards their borders, the ability to identify mobility
patterns of individuals and groups becomes highly valuable (Taylor, 2016). The capability to
monitor and forecast human mobility holds profound implications for border control and
migration management, granting authorities the capacity to intervene prior to individuals at-
taining refugee or asylum-seeker status, potentially reshaping their rights to movement. Con-
sequently, ethical considerations regarding the well-being of research subjects in migration
studies bear significant resemblance to those in the field of criminology. Identification of indi-
viduals not adhering to mobility restrictions within the country of residence or entry may lead
to the apprehension of research subjects (Duvell et al., 2010). This is particularly pertinent in
research on forced migration, where subjects’ movements are likely to contravene regulations
governing international border crossings. Even in cases where migrants have obtained legal
protection status, their movements may still pique the interest of law enforcement agencies,
tasked with overseeing compliance with mobility restrictions within the host country.

801



802

Sedef Sarper

In this context, the potential utilization of digital data, mapping technologies and predi-
ctive tools for dataveillance purposes, which involves the continuous monitoring of (meta)data
for unstated preset purposes, in migration management raises substantial concerns (Bircan &
Korkmaz, 2021; Latonero & Kift, 2018; Sandberg & Rossi, 2022). Technologies initially con-
ceived for humanitarian purposes are prone to adoption for migration management. Collabo-
rative ventures among governments, academia, and data firms, culminating in the co-creation
of these innovative technologies and their exchange, further accelerates their commercial and
administrative applications, intended to serve the interests of research participants (van Dijck,
2014). However, such technologies possess the potential to facilitate more conservative and
preemptive migration policies, potentially encroaching upon the fundamental human rights
of research populations (Molnar, 2019). Consequently, researchers find themselves at a pivo-
tal juncture, tasked with discerning whether to disseminate research findings that may pique
the interest of law enforcement agencies. This encompasses pivotal decisions regarding which
agencies to collaborate with in developing technologies and methodologies that may also serve
dataveillance purposes.

Researchers, therefore, need to contemplate the potential (mis)use of data and innovati-
ve technologies that hold the potential to breach the privacy not only of individuals but also of
groups. In the context of big data research on forced migration, the existing power asymmet-
ries between migrants and states necessitates the thoughtful positioning of researchers. They
must evaluate whether sharing their findings or tools may directly advantage enforcement
agencies, potentially exacerbating the existing imbalance at the expense of migrants’ rights and
well-being. Ultimately, researchers would need to engage in a comprehensive assessment of the
potential risks and benefits of their work by conceptualizing risk as a forward-looking notion.
In doing so, researchers can make ethically informed decisions regarding the dissemination
of their findings and the formation of research collaborations that ensure no harm befalls the
vulnerable research populations.

Conclusion

The current study embarked on a critical examination of the ethical challenges entailed in big
data research within the field of migration studies. It aimed to stimulate a dialogue concerning
the fundamental principles that researchers must uphold in the conscientious use of data.
Central to this exploration were the multifaceted challenges confronted by migration scholars
throughout the stages of designing, conducting, and disseminating their research endeavors.
Commencing with the considerations surrounding the privacy of research subjects, the
paper delved into the responsibilities of safeguarding not only the privacy of individuals but
also that of groups. In doing so, emphasis was placed on the similarities drawn between mig-
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ration and criminology studies, and the potential risks associated with the re-identification of
individuals, as well as with the dissemination of findings that may lead to the identification,
apprehension, detention, or deportation of individuals who fail to comply with the mobility
regulations of their respective countries. Additionally, it was highlighted that disseminating
information on mobility patterns or residential information of displaced and migrant commu-
nities can have severe repercussions for the groups, potentially exposing them to persecution
in contexts of ongoing conflicts and emerging social tensions.

The study further explored the intricate landscape of adhering to the ‘do no harm’ prin-
ciple when disseminating and utilizing research findings, with a focus on the potential risks
of creating or exacerbating inequalities and power asymmetries. Examination was conducted
into the adverse consequences stemming from the use of incomplete or inaccurate data in hu-
manitarian research in the provision of services, along with the likely use of data and innova-
tive technologies for monitoring individuals for migration management purposes.

Ultimately, the study invites researchers to embark on a comprehensive assessment of the
potential risks and benefits inherent in their work, grounding this assessment in a forward-lo-
oking conception of risk. The responsibility of migration scholars encompasses not only stru-
cturing and storing data in a manner that safeguards individuals’ privacy but also recognition
of group privacy to ensure their research subjects’ well-being and the protection of their fun-
damental rights. Vigilant risk assessment by migration researchers also proves indispensable in
preventing inadvertent disparities and avoiding the exacerbation of existing power imbalances
between states and migrants, all while preserving the rights and well-being of the latter.

The digitalized migration studies, like other big data research, contributes to the le-
gitimization of personal data usage, leading to greater trust in and public acceptance of the
commercial and administrative applications of these technologies as well. Scholars engaged in
Big Data research should thus work towards building the ethical standards that will guide the
use of such technologies across all sectors, ensuring ethical parity between scholarly and com-
mercial or administrative applications of such technologies. Given that Big Data and Al app-
lications are frequently tested and trained on migrant populations (Molnar, 2019), scholars
specializing in forced migration are uniquely positioned to provide invaluable insights. They
wield the potential to uphold a critical perspective on the applications of these technologies
in the field of migration, thereby safeguarding migrant and refugee communities against the
potential overreach of governments and private entities.
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